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Introduction

Importance of information security has emerged very rapidly as
information society has developed great deal.

The information security investment has accordingly been considered
by Gordon and Loeb (2002).
o The highlight of their analysis is an introduction of vulnerability
concept to formal optimization problem.

Although their analysis is static, Tatsumi and Goto (2010) explored a
dynamic analysis of information security investment from the
defender’s perspective.

In this paper, we add the attacker's perspective to the information
security investment problem, so that we formulate the problem as a
2-player zero-sum game.
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Gordon and Loeb (2002)

@ The potential loss associated with the threat against the information
system:
L =T\
e T > 0: a random variable of the threat occurring,
e A €[0,1]: the monetary loss suffered on conditioned on the breach
occurring.

v € [0, 1]: vulnerability (the success probability of the attack once
launched).

@ The total expected loss:
vL = vAT.

Remaining vulnerability if a firm invests z dollars in security:

S(z,v) € 10,1].

The expected net benefit from the investment:
(v—S(z,V)AT — z.
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Remaining Vulnerability

Assumption (Remaining vulnerability)

@ If the attack success probability is 0, it stays so after every possible
investment: Yz, S(z,0) = 0.

@ If we spend no money for investment, there will be no change in the
attack success probability: Vv, S(0,v) = v.

© The function is continuously twice differentiable and

39S (z,v) 025(2,v)
for0<v,7<0, T>O,
Yo, lim S(z,v) =0.

Z—00 )
@ Examples:
T_ v
0 R
(O{Z + ) ) «a > ) FY e Y

S = v o> 0.
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The Remaining Vulnerability Functions
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The Optimal Level of Investment

@ Maximizing the expected net benefit from the investment:

I[(v — S(z,v))L — 2] 0S(z*,v)L

=0= ———""—=1.
0z = 0z
o Case I:
. (vyaxT)V/OF) 1
— - .
o Case ll:

—In(—avATInv)

alnv

Zf =
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Tatsumi and Goto (2010)

@ The threat of attempted breach:

th = /,Lﬂdt + Uﬂth, T() =T.

@ The maximized expected present value of the expected benefit from
the security investment:

V(T) = Egﬂz [/T T (v = 8(z,0))AT; — z}dt]
(v = S(z,v)AT* z> ( T

B1
11*) s for T < T*,

r— r
(v = S8(z,v)A\T 57 for T>T*
r—p r
T B1 r—p z
,

B —1(v—S(z,0)A
r (< p): discount rate.
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Optimal Level of Investment

o Case I:

r

( fuv'ya)\T*)l/(VH) -1

¥ =

«
o Case Il

*

In =£ — In(—awAT* Inv)
2* = :

alnv

@ Fixed point problem:
2* = 2(T*(2)),

= lterative calculation.
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@ We add the attacker's perspective:

o Defender’s investment time: 7p;
o Attacker's investment time: 74,

e The monetary loss will increase to P(y, \) by investing y dollar

Defender Defender Defender
v\T
PT
ST s
Attacker Attacker Attacker
0 D TA t
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Increased Monetary Loss

Assumption (Increased monetary loss)

Q@ Vy,P(y,0) =0,
Q@ VA, P(0,\) = ),

AP (y, \) ?P(y,\) :
(3] 8y >0,a—y2<03ndyll>lglop(y,@)=1. )
@ Example:

Pl=1—-(1-XN% 6>o0.

= We consider only the Case II.
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Preemptive Attack (1)

e We suppose that the attacker invests first at 74 = 0 (< 7p).

@ Defender maximizes its own value by choosing the investment timing:

™D
Fp(T) = sup E {/ e "y(\ — P)Tydt
TDET 0

+/ e " {(vA = SP)T; — z}dt|,

™
- S)PT T\ \—P)T
((US)D_Z> <> +u7 T < Tp,
_ T— U T Tp r— U
(v)\fSP)T_i’ T> T,
r— r
f r—p oz

b= T w=5pr

o S:=5(zv)and P:= P(y,\).
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Preemptive Attack (2)

@ On the other hand, the attacker’s value depends on the defender's
strategy Tp:

LA(T):E[/OTD e " {v(P = \)T; — y}dt

+ [Tertiisp - o }dt]

™D
B B1 _
S0Py (1) WP Ty pog,
_ r—p  \Tp e T
(SP—oNT "y T2
= r

@ Optimal preemption at 77}:

b r—py
Bl—lv(P—)\)r

T7\5
INT) = LaTh) () T<Ti-
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Preemptive Defense (1)

e We suppose that the defender invests first at 7p = 0 (< 74).

@ Similar to the previous subsection, we can get the following attacker's
value:

Ta
FA(T) = sup E[/ e (S —v)ATdt
0

TAET
+/ rt{ SP —o\)T; — y}dt
TA
_ 1 _
<S(P MNTa y> <T> n (S fu))\T’ T < Ty
_ T — [ Ta r— U

(SP—oNT g7 ST,

r—p r
. r—p oy

Ty =

Bi—1S(P—-N\r
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Preemptive Defense (2)

@ Defender’s value:
TA
Lp(T)=E {/ e " (v— SN} — z}dt
0

+ /Too e { (wA — SP)T; - z}dt] ,

A
_ B _
S(A\—P)T4 (T) N (v =S 57 T < Ty
_ r— U Ta r— U r
(A — SP)T _37 T>Ty
r—u r
@ Optimal preemption at T}:
LH(T) = Lo(Ts) (- S O e I
DAS) = =PAED TH) D= —1(w=8)Ar
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Which is the preemptor?

o Attacker and defender has the incentive to preempt at T4 and Tp:

o Tp < Ty = defender is the preemptor,
o Tp > T4 = attacker is the preemptor.

@ Four possibilities:

Q7)< Ty = defender’s optimal preemption at 17,
Q Tp<Ts< T}, = defender's preemption at Ta,
Q@ T;<Tp = attacker’s optimal preemption at 77,

Q T4 <Tp <Tj; = attacker's preemption at Tp.

M. Goto and K. Tatsumi The Theory of Security Battle 16 /24



Optimal Solutions (1)

@ Optimal solutions consist of the investment timing and level.
@ The optimal level of investment at investment thresholds:

In =2 — In(—0S(1 — T4 In(1 — X
ya = argmax Fa(Ta;y) = 0 n( ( )T In( )

In =£ —In(—=0S(1 — )T In(1 — X))
Y =argmax F4(T%h;y) = r ,
Ya %ER A( A y) 911’1(1 — )\)

In =2 —In(—avPTplnv
zp = argmax Fp(Tp; z) = r ( D )
z€R alnv

. Fo(Th: )_1n%—ln(—avPTzf)lnv)
ZD—ar%eI%aX p(ThH; z) = oo

Y

e Calculation procedure (unverified):

@ Fixed point problem: y4(T4) = y%(T%) and zp(Tp) = 25 (T}h),
@ Optimal response: y%(z) =y and 2}, (y) = 25,
© Equilibrium: (y%, z7).
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Optimal Solutions (2)

e If preemption is not optimal at T4 and T,
o Investment level is not updated:

7a(Ta) # yi(T3) and Zp(Tp) # 25 (Th)-

e In this case, optimal solutions cannot be converged.
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Numerical Example

@ Base case parameter:

o volatility 0.2
7 expected growth rate 0.02
r discount rate 0.05
v vulnerability 0.5
A monetary loss 0.5
o S-function 1
0 P-function 1
2% defender's optimal investment ~ 2.53
Y attacker’s optimal investment ~ 2.53
S(z},v) remaining vulnerability 0.087
P(y%,\) increased monetary loss 0.91
T}(%},) defender’s threshold 19.96
Ta(y}) attacker's threshold 115.02
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Comparative Statics: v and A

v 27 Th Tp Tp (o Ty T4 Ta
0.1 | 0.76 | 30.05 9.75 16.45| 253 |99.85 — 575.73
03| 145 | 19.16 6.30 10.49 || 253 | 3329 — 191.88
05| 253 | 1996 6.65 1093 | 253 |19.96 — 115.02
0.7] 491 | 2771 950 15.17| 253 | 1426 530 82.18
091663 | 7299 28.40 39.96 || 253 | 11.10 250 64.01
A 25 Ty, Tp Tp m T Ta Ty
0.1 | 253 | 9985 575 11.83| 16.63 | 7299 — 420.98
03] 253 | 3329 6.20 1137 | 491 |27.71 — 159.01
05| 253 | 1996 6.65 1093 | 253 |19.96 — 115.02
07| 253 | 1426 720 1053 145 |19.16 — 110.38
09| 253 | 11.10 8.10 10.16| 0.76 | 30.05 1.65 173.43
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Comparative Statics: 6 and o

2 | Ty Tp  TIp || vy | Th Ta Ta
2.53[19.96 6.65 1093 2.53[19.96 —  115.02
2.53|19.96 6.85 10.93 || 1.27 | 9.99 3.60 57.56

0
1
2
3 [253(1996 7.05 1093 | 084 | 6.65 1.80 38.34
4
5
g

253|19.96 7.0 1093 063 500 1.25 2878
25319.96 7.40 1093 | 051 | 400 0095 23.02
| T Tp  Tp | vy | Th  Ta  Ta

0.1]181 1216 410 7.09 || 1811216 — 42.66

0.2 1253|1996 6.65 1093 | 253 |1996 —  115.02
033213215 1090 16.99 || 3.21 | 32.15 —  298.56
0.4 |3.84 | 4951 17.20 25.65 | 3.84 | 4951 —  707.86
05440 | 7288 26.10 37.33 | 4.40 | 72.88 — 1534.54
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Comparative Statics: 6 with v =0.1 and A = 0.1

v

0

1

3

5

7

9
A=0.1

0

1

3

5

7

9

|
e
=

2 | T, 1Ip  Tp | vy | Th  Ta  Ta
0.76 | 30.05 075 1645 | 253 | 99.85 — 575.73
0.76 | 30.05 10.00 16.45 | 0.84 | 3329 — 191.94
0.76 | 30.05 10.20 16.46 | 0.51 | 19.96 — 115.10
0.76 | 30.05 10.35 16.46 | 0.36 | 1426 4.80 82.22
0.76 | 30.05 10.55 16.45 | 0.28 | 11.10 3.15 63.98

= | T Tp  1Ip vi | Th Ta Ta

253 99.85 575 11.83 | 16.63 | 72.99 — 420.98
2.53199.85 590 11.83 | 555 | 2434 — 140.36
2.53199.85 6.05 11.83 | 3.33 |1460 —  84.20
25319985 620 11.83| 238 |1043 —  60.18
25319985 630 11.83| 1.85 | 811 —  46.75
2.53199.85 6.40 11.83 | 151 | 6.64 8.65 38.30

[y
[y
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Comparative Statics: ¢ with 0 = 0.5

0] z, | T, 1Tp Tp | vy | Th Ta  Ta
1[4.40 7288 26.10 37.33 || 440 | 72.88 — 153454
2|440| 7288 2670 37332203644 — 767.27
3|440|7288 27.10 37.33 | 1.47|2429 680 51151
4
5
6

440 | 72.88 27.45 3733 || 1.10 | 18.21 4.15 383.49
440 | 72.88 27.75 37.33 || 0.88 | 1458 2.95 307.02
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Conclusion

@ In this paper, we formulate a 2-players zero-sum game of information
security investment from the defender's and attacker’s perspectives in
terms of real options approach.

@ From numerical results:

e In many cases, defender can preempt optimally and attacker has to
wait.
o If attacker can preempt, he invests immediately and slightly.
o Efficiency of attack has large impact.
@ Future works:

e Rational setting for P-function,
e Economic implications.
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